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Abstract� In this study; the solution of some security 
problems encountered in the protection of the data 
security, the methods of automatic VLAN configuration 
and use of IEEE 802.1x Standard for the procedures of 
identity authentication of all users to access the network 
have been applied. With the use of IEEE 802.1x 
Standard in securing of Electronic Health Record 
(EHR), the protection of hospital data has been aimed. 
Those data should be protected against the attacks from 
both inside and outside of the Hospital, and were 
allowed for access only by the authorized users that only 
with the permissions granted to them. Together with the 
automatic VLAN organization; the accuracy and the 
confidentiality of the data, prevention of lose, protection 
in the units grouped according to authorizations, and 
prevention of unauthorized access have been 
implemented. 
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1. INTRODUCTION
The importance of the communication systems has 

increased rapidly and computers become indispensable 
in our daily lives as a result of the prevalence of 
technological systems and the Internet. During this 
rapid development, some of the standards in 
information systems have not been matured properly 
but put into application, so the control and 
management of networks have become more difficult 
and also some security problems in networking have 
been occurred.  Therefore, implementation of some 
features such as confidentiality, originality and 
integrity of data in information systems are very 
important [1, 2].  

It is necessary to protect private data processed and 
used in electronics environments according to rules of 
the most governmental health organizations. If the 
private data do not keep safe, security of the personal 
data, privacy and integrity faces to a risk. To 
overcome such risks in Hospital Information System 
(HIS), the confidentiality must be ensured by means of 
applications of identity authentication, role based 
access control and cryptographic methods. Also, it is 
required that the clinical data of the patients as well as 
the doctor's, prevention of economic loss and the 
protection of the reputation of the institution should be 
secured.  

As a case study, in the related circulars of Health 
Ministry of Turkey, the subjects of EHR security, 
patient privacy and patients' rights are dealt with. To 
this effect; 

In order to become sure of the doctor and the 
patient, authentication in electronic environment 
should be performed. 
Role based access control should be ensured in 
the electronic environment for patient privacy. 
Patients' data should be confidentially transferred 
in the electronic environment. 

 
Due to the variety of the types of services and roles 

in the public institutions that offer health services, 
access to the required information requires quite a hard 
and a complicated process. Therefore, the methods for 
producing and accessing the information should be 
designed very well. As the subjects such as producing 
and sharing data and information, reliability, saving 
time and resources make the foundation of the HIS. 
Hospital networks should have information systems 
that can reply to the requests and the needs of the 
system on 7 days 24 hours bases. 

The fact that the data in electronic environment 
can be accessed by vast amount of people has 
increased the rate of risks about these data. Prevalence 
of the application of information systems in hospital 
networks has introduced some problems in terms of 
data and information security. The confidentiality and 
the privacy of patients and the records of diseases in 
particular are important. Another aspect of the security 
is the authorization levels in medical records. 
Therefore, it is important that the data should be 
protected and different persons should have different 
access rights to these data [1, 2].  

The subjects of the �Security of Health Records� 
and �Privacy of the Personal Records� are the subjects 
which are independent from each other, however, the 
collection and the storage of these health records 
should be performed in line with the security criteria 
in all circumstances. After ensuring these conditions, 
the issue �who will access these data with which 
rights?� should be determined. After this stage, there 
comes the privacy of the personal health records and 
the level of access rights determines the limits of the 
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privacy. Therefore, access to these data including the 
personal health records should be restricted and the 
authorizations should be ranked. Some of the security 
elements that cause danger for hospital networks can 
be listed as follows: 

Possible mistakes that could be made in the 
organization of the static VLAN. 
Failure to control and audit the access to the 
network via personal computers.  
Encountering problems in deploying the updates 
from a single point and in a short period of time 
to the computers that are not members of the 
domain.  
The fact that anyone in the hospital can access 
personal computers and the servers over the 
allowed ports over the firewall.  
Failure to proposed restrictions changing with 
time.  
Failure to prevent locally access of the user-non-
grata. 

 
2. THE PROPOSED AUTOMATIC VLAN AND IEEE 

802.1X AUTHENTICATION MECHANISMS
 

For solution of the mentioned these types of 
security problems that could be encountered in vital 
EHR security, the method of automatic VLAN 
organization and having the users who will access the 
network of the hospital perform the authentication 
procedures with IEEE 802.1x Standard both in cable 
and wireless networks of the hospital have been 
preferred. These mechanisms are explained in section 
2.1 and section 2.2. 

 
2.1 IEEE 802.1x Authentication Mechanism 

 
IEEE 802.1x Standard is used for allowing 

authenticated network access to cable and wireless 
networks and performing port based access control [3, 
4]. Although this standard means a framework for 
authentications and authorizations, it is very eligible 
for IEEE 802 based local area network and it is very 
sensitive against the security attacks. IEEE 802.11i 
Standard uses 802.1x authentications based with 
Extensible Authentication Protocol (EAP) for mutual 
authentication. EAP is an authentication environment 
supporting multi-authentication methods and the 
connection to the LAN is performed by this protocol 
[5].   

Use of an authentication server (Remote 
Authentication Dial in User Service-RADIUS) 
between the client and the access point, IEEE 802.1x 
Standard allows authentication and port based access 
control. As shown in Figure 1, this standard is 
composed of three parts which are Supplicant, 
Authentication Server and Authenticator.  

  
Fig.1 IEEE 802.1x Authentication Components 

 
Supplicant; after making request for 

authentication, it sends the user name/password to the 
Authenticator and it uses EAP for this communication 
[4]. Authentication Server; is a server that performs 
authentication process like RADIUS. It verifies the 
username/password information that comes from 
Supplicant and determines whether it has authorization 
for access or not. Authenticator is an access point 
between Supplicant and Authentication Server, 
ensuring 802.1x port security and checking access to 
the network. It gets username/password information 
from the user, passes it to RADIUS and performs the 
required filtration or allows the action based on the 
results coming from the RADIUS [3, 6, 7]. The 
operation principle among different components of 
IEEE 802.1x Standard and these components are 
shown in Figure 2.  

 
Fig.2 IEEE 802.1x Authentication Process and Message 
Exchange 
 

Firstly, Authenticator filters all external traffic of 
input/output created by Supplicant, except for 
those required for authentication.  
Then, it starts to communicate with Supplicant by 
means of EAP over LAN (EAPoL) protocol. 
 Supplicant requests connection from 
Authenticator.  
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When Authenticator receives the connection 
request, it keeps all ports closed and opens a port 
only itself between the Supplicant.  
After the Authenticator asks for the identification 
from the Supplicant, the Supplicant sends its 
identity (username/password). The Authenticator 
sends this identity information to a RADIUS 
server.  
RADIUS server matches the identity that was 
enquired by Supplicant with the information that 
was kept in the database. When identification 
procedure is performed, the Server sends the 
�Accept� message to the Authenticator.  
The Authenticator, after these procedures, makes 
the port of Supplicant into the authorized port. 
So, the access of Supplicant is guaranteed [3]. 

 
2.2 Automatic VLAN  Mechanism 

 
      Recognized, today, as one of the most 

important network organization techniques are Virtual 
Local Area Networks (VLANs). These networks are 
created by logical grouping of the ports on a switch 
that makes switching processes, using source and 
target Media Access Control (MAC) addresses. 
Although they seem like a single network physically, 
virtual networks are created with VLAN application 
and these virtual networks carry most of the features 
of non-virtual networks. Generally, VLANs are 
arranged according to the settlement of the users, their 
function, department or the application protocol that is 
being used. 

The created VLAN is assigned to switch ports 
dynamically or statically. While creating a static 
VLAN, network administrator includes certain ports of 
the switch into VLAN. Until the ports have been 
changed by the network administrator, they remain as 
members of this VLAN. In dynamic VLAN creation, 
network administrator uses MAC based or user based 
802.1x authorization methods during the set up stage 
and performs VLAN membership [4]. 

In MAC based 802.1x authorization; MAC 
addresses of all devices on the network are taken into a 
database and VLAN membership of the addresses on 
the network is completed. When the place of a user on 
the network is changed, the switch in the new place 
where the user has started finds from the MAC 
database which VLAN the user were a member of, and 
makes that port a member of that VLAN. So, the 
changes are easily made over network management 
terminal without having to re-organizing the physical 
connection. This feature improves the network 
performance and it eases network management and 
security. Because broadcast traffic is imprisoned into 
VLAN, the visible bandwidth of the system increases 
and data flow at higher speeds are ensured. 

User based 802.1x authorization; is made with 
IEEE 802.1x port authentication. When the user has 
somehow successfully introduced itself to the network 

by using this authentication, it has automatically been 
placed into its own VLAN. For this, the user firstly 
sends 802.1x information to Internet Authentication 
Service (IAS) server with RADIUS protocol [8]. 
Remote access policies written in IAS server are used 
to decide whether or not the user is a member of a 
special VLAN. If the user account is a part of a VLAN 
group and if the authentication has successfully been 
completed, the user information which is associated 
with the VLAN group is sent back to the Authenticator 
by using RADIUS feature. When the user port over 
the Authenticator matches dynamically with VLAN 
information, it is assigned to the VLAN, and it 
becomes a member of the user port based VLAN [4]. 
An example of this mechanism is shown in Figure 3.

  
Fig.3 A Sample of Automatic VLAN and The IEEE 

802.1x Authentication Mechanisms  
 

3. A CASE STUDY OF THE PROPOSED 
MECHANISMS

 
The steps for 802.1x authentication process for 

users and automatic VLAN configuration are listed in 
seven titles below. 
3.1 Active Directory Configuration 
 

Within the proposed solution; 
 

It is suggested that in order to open user sessions 
in their domains, authentication should be 
performed in a De-Militarized Zone (DMZ) 
separate from HIS server DMZ. 
The authorization rules for the users and 
computers in Active Directory Domain are 
defined with the group policies. 
Various group policies can be applied within the 
whole hospital networks by dividing it in to 
different functional sections. 
In order to manage the workstations and the users 
in the system from a single point, Active 
Directory Domains are established, various 
sections are defined on the basis of department or 
task, and then the users and the computers are 
located in to these departments. 

 
   As shown in Figure 4, domain trees are built within 
a single forest structure by establishing sub domains 
for each location of Hospital Networks. By defining 
unique group policies using the benefits of Active 
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Directory Domain structure, section-based rights and 
rules are written. 

 

  
Fig.4 The Structure of a Hospital Active Directory Domain  

 
By adding users, computers and sources located at 

different floors of the hospital in to the same Windows 
group, it can be made possible that all these elements 
would be in the same VLAN therefore in the same 
network group. Users should be divided in to separate 
groups in order to control the access to the network in 
the hospital. In the last step of configuration the Active 
Directory concept, the remote access permissions for 
the users in the domain are set. 

 
3.2 IAS  Configuration 

 
Each domain contains its own IAS server within its 

domain, and for each domain authentication and 
accounting processes are being performed on these 
IAS servers [8]. This structure prevents additional 
RADIUS traffic between remote nodes in separate 
domains. As shown in Figure 5, while building IAS 
servers in domain, in each domain RADIUS server 
pairs are located as primary and secondary servers. 

 

  
Fig.5 The Configuration of IAS Servers 

 

This prevents a single failure point in 
authentication, authorization and accounting processes 
of single IAS server. With the use of backed up 
servers; the excessive authentication and accounting 
demands can be balanced. These servers and the port 
numbers should be adjusted for IAS structure. 
Furthermore, the main floor switches should be 
presented to IAS as RADIUS clients. 

 
3.3 Configuring The Edge Switches As An 
Authentication Switch 

 
Processes such as authentication, accounting and 

security settings on the edge switches are completed 
on RADIUS authentication menu. Port settings of 
primary and secondary RADIUS servers are being 
entered using this authentication menu. All the 
security settings on all the ports of the switch are set to 
provide Access for authorized users. These settings are 
shown in Figure 6. 

 

  
Fig.6 Determination of Primary and Secondary   
          RADIUS Servers over Edge Switches 

 
3.4 The Configuration of Backbone and Edge 
Switches for Automatic VLAN 

 
For automatic VLAN configuration the following 

actions are performed: 
 
As shown in Figure 7, all the VLANs are defined 
on the backbone switch, interfaces are created, 
and IP addresses are assigned to these interfaces.  
The link type of all the ports to which floor level 
switches are connected is defined as Trunk [4]. 
This enables multiple VLANs on that port be 
defined.  
There might be some cases in which users might 
desire to access to the main network from any 
single room in the hospital. In order to provide 
this type of access, all the defined VLANs on the 
network should also be defined on the edge 
switches.  
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Fig.7 Entering All of VLANs over the Edge Switches 

 
A simple example for this type of configuration is 

given below: 
 

[SW7700] vlan 2 
[SW7700] vlan 3 
[SW7700] interface vlan-interface 2 
[SW7700] interface vlan-interface 3 
[SW7700-vlan-interface2] ip address 192.168.2.1 
255.255.255.0 
3.5 Configuration of User Computers for PEAP MS-
CHAPv2 

 
Windows XP SP2, Windows XP SP1 or Windows 

2000 SP4 must be installed on computers in order to 
activate PEAP MS-CHAPv2, and then the settings 
shown in Figure 8 should be realized. 

 

  
Fig..8 Setting of the IEEE 802.1x Authentication on 

User Computers 

3.6 Configuration of  The Certification Server 
 

In the case of PEAP MS-CHAPv2 type of 
authentication; computer certificates on the IAS server 
and computer certificates on the client side should be 
distributed. To do this, root certificates are needed. 
Additionally, IAS and certificate server needs to be 
implemented on the network domain controller. 
Furthermore, group policies should be written for 
automatic registering computer certificates in the 
domain. 

 
3.7 Determination of Remote Access Policy 

 
Authentication and authorization steps are being 

performed according to the remote access policies 
configured on the IAS and user account features on the 
Active Directory. For each remote access policy the 
followings are defined: Whether to grant access to 
users granted that several expectations met, given the 
fact that the access permissions are granted what type 
of profile and features will be there for the access; 
such as on which VLAN this access will sit, duration 
of session. As shown in Figure 9. 

 

  
Fig.9 Setting Access Policy Conditions 
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4. CONCLUSION
 

In this work, in order to solve some security threats 
against EHRs, automatic VLAN setup has been 
performed in both wired and wireless hospital 
networks. To support this, the authentication for all 
users accessing to the networks should be done with 
the use of IEEE 802.1x Standard according to the 
proposed method. With the use of the proposed 
method, it has been provided that the hospital 
networks can be managed automatically from a single 
point, the automation system is able to run 
continuously with maximum performance and also 
many applications are able to run in synch with the use 
of the features of the software and the hardware. All 
these advances proposed in our method are able to 
provide the access control to network resources, 
prevent unauthorized access to the network both from 
internally and externally, and provide access to 
important information only to authorized users with 
certain level of permission. With the very first use (on 
the networks of all Turkish Hospitals) of this solution 
proposal the following benefits are expected [9, 10]; 

 
On the security side 

 
Protecting the hospital networks against attacks 
by use of some limitations and restrictions on IP 
and port level 
Providing security between separate VLANs that 
are not connected to the firewall 
Preventing attacks from wide area networks to 
the center of the hospital networks 
Presenting security by giving access to HIS and 
Laboratory Information System (LIS) servers 
only from predetermined ports such as SQL and 
ORACLE 
Increasing performance and controlling data flow 
on the system by the use of the role based 
authorization. 

On the Authentication Phase 
 

Determining and defining the access hours to 
Internet or hospital automation by the users 
Preventing unauthorized user access to electronic 
services 
Keeping the internal electronic office  documents 
in a secure place in the center and providing 
access to only authorized users to these 
documents 
Performing authentication process for domestic 
hospital users/computers and foreign mobile 
devices in use connecting internal networks  
Maintaining access control for HIS and LIS 
systems 

 
 
 
 

On the side of wireless network 
Providing secure access to mobile devices having 
no access rights to internet for security reasons 
over the wireless network 
Performing patient related HIS procedures while 
accompanying patients with the use of Tablet 
PCs and PDAs over the wireless network. 

Keeping the size of the hospital Networks structure 
in mind, we aim to design a Smart Network. There are 
some bottlenecks to overcome. These are limited 
number of personnel, the excessive number of devices 
which are necessary to monitored and detecting daily 
attacks to the network. The Smart network should be 
able to shut down the user ports by the use of software 
for access rules and these processes should be done 
automatically by the Smart Network [11]. 
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